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1.

4.

Tool Description

CIS-CAT Pro Assessor is a Java-based tool that scans a target system's
configuration settings and reports the system's compliance to the
corresponding CIS Benchmark. The results generated are only presented in

machine-readable format.

Licensing Requirements
The CIS-CAT Pro Assessor is available for download through Mastercard's
resources. For the complete download and installation guide, please refer

to the "CIS-CAT Pro Assessor: Extraction Guide Tip Sheet".

The CIS-CAT Pro Assessor tool must be deleted once the configuration files

export and processing is completed.

Who Should Use the Document

This document is for “Cyber Quant CyMA" users participating in an
organizational cyber risk and security assessment using Mastercard's
“Cyber Quant Cyber Risk Quantification” platform.
The document is also targeted at experienced IT and cyber professionals
who will extract Cisco Switch devices configuration files for the “Cyber

Quant CyMA" cyber risk and security assessment.

Requirements & Permissions

= Cisco device requirements:
= Supported Cisco OS devices
= Cisco NX-OS, Extreme Networks.
= Cisco IOS XR.
= Cisco |OS XE 16 & Cisco IOS XE 17.
* SSH access to the Cisco device.
=  Admin privileges.
» CIS Tool Requirements:

* Machine Requirements
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Windows server or client OS (it cannot be executed on a
Linux machine).

CIS-CAT Pro Assessor requires a Java Runtime
Environment (JRE) at or above version 1.8.

= Access Requirements

Administrative permissions to execute the CIS-CAT Pro
Assessor.

Administrative  permissions to connect to the
organizational technological assets.

5. High Level Process Flow

Log in via SSH to the Cisco Switch device desired for the analysis and export

the tech-support file into the machine with the CIS CAT Pro Assessor

installed.

Import the extracted file into the CIS CAT Pro Assessor tool and generate

an XML report.

Import the XML report into "CyMA" and review the results.

6. The Extraction Process
1. Connect via SSH to the desired Cisco Switch device.

2. Execute the following command to create a local configuration file

with the device's configuration.

1. For Cisco device:

configure terminal
terminal length O
show running-configuration | redirect flash:/cisco switch.txt

configure terminal
terminal length 24

2. For Extreme Networks device:

Extreme:

disable clipaging
copy configuration flash:/extreme sw.txt
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3. Transfer the configuration file to a computer with the CIS-CAT Pro

Assessor installed.

4. Start the CIS-CAT Pro Assessor as administrator and accept the user
account control dialog box (proceed normally if it does not appear); it

may require administrative credentials.

Togs 05/02/
logs_old @] Open

misc ® Runas administrat-fg

reports <7 Pin to Start

sce £7 Compress to ZIP file

scripts Copy as path

setup Properties

third_party_licenses  (e) ESET Endpoint Antivirus
[%] Assessor-CLlbat OneDrive

| Assessor-CLLjar

o’

Share with Skype

B Assessor-CLLsh

&

Show more options

s Assessor-GUlLexe

5. Click on "Advanced” and then on "Add remote or local target system.”
Several target systems can be added at the same time; each will require

discrete addresses and credentials to retrieve the benchmarks and

profiles.
Welcome to the CIS Configuration Assessment Tool @ CIS CATsoP
o ro
Basic
Scan this system only
Add remote or local target system
Load a configuration or sessions file

GUl logs Assessor logs Contact Support  User Guide Next > Quit
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6. Select target System type as “Network Device Txt".

Add Target System @ CIS CATxP
~ ro
Information
Target System MName *
7]

Target System Type *

Select ane... v|@

Windows

Linux 7]

Local

Network Device XML -

Metwork Device Txt o

7. Fill in the Target System Name and click on browse to find the Cisco

configuration file.

Add Target System @ CIS-CAT,DPI'O

Information

Target System Name *

Target System Type

Metwork Device Txt ~ @

Network Device Configuration File ( bd)
Browse.. @

8. Once the configuration file is uploaded, the screen will change, then

select the desired Cisco Switch version device, the CIS assessment level,

and click "Add".
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Add Target System

Intformation

Target System Name *

Target System Type *

Network Device Txt > @

Network Device Configuration File (.td)

C:\Cisco_Switch.bd

Benchmarks

Available

n Cisco

CIS Cisco 105 XE 16x Benchmark v22.0 | (€)) Level 1
9 CIS Cisco 105 XE 17.x Benchmark v2.2.1 Level 2
CIS Cisco |0S XR 7xv1.0.1

CIS Cisco NX-0S Benchmark v1.2.0

Cisco_Switch (7]

Q o

© cis-cATPro

Browse.. | @

Add

9. In the “Selected" section, delete any other benchmarks if they exist and

keep only the CIS Cisco Switch benchmark. Finally, click on “Save".

Selected

Grayed out selections have interactive values

CIS Cisco I0S XE 17.x Benchmark v2.2.1

GUI logs Assessor logs

Level 1

Delete

Cancel Save

10.Click on "Next" on the test connection page.
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Welcome to the CIS Configuration Assessment Tool ®
o CIS-CAT Pro
Target Systems 1
get Sy Add

=nter target system name Target System Type

Target System Name Target System Type Count of Benchmarks

Cisco_Switch Cisco 1

Test connection(s) to Targets | &)
Center for Interet Securit
GUllogs Assessorlogs | Contact Support  User Guide < Back Next > Quit

11.Select the "ARF XML" format (this is the only format supported by
“"CyMA") and the destination to save the report into and click "Next.” In
addition, an "HTML" format can also be selected to generate a human-
friendly report. It is recommended to store it in the default "C:\
Assessor-CLI\ reports” to avoid long paths that may cause errors. When

the "Confirmation” box appears, click on "Start Assessment”.

Assessment options @ CIS'CATNPrO

Report Output Options

Format

HML @ v @ Tet @ o @ ArF XML @ JSON @

Report Destination Folder

C:\Users\noam\Desktop\Assessor-CLI 4.23\reports Browse.. @

Result Destination POST URL

(7] Ignore SSL Certificate Warnings
Logging Options
Write log messages with a level of WARN or ERROR @
Configuration Output Options
By default, assessor will create an encrypted XML file (enc._ gxmi) based on information.

To access the information at a future assessment, please select *Save configuration file".
We highly recommend the encryption option, which allows a user-specified password.

GUllogs Assessorlogs | Contact Support  User Guide <Back Quit
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7. Open and Review Integration Results on CyMA
1. Forinstructions on how to download CyMA, please refer to the "CyMA
Installation” tip sheet.

2. After Installation, execute the “"Cyber Quant CyMA" client and log in.

Username:

Password:

3. Enter the verification code sent to the account's email address.

Verification code:

Resend code

4. Select the desired company, environment, and assessment to import

Open Assessment X

Company: v

the report.

Environment: v

Assessment: v
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5. Click on the "Import Files" icon on the top left of the screen.

’ mastercard — 8 X
e
EEaEmaOEEZ Overall Cyber Maturity 5“.35
M Allindicators
' I
Infrastructure Preventive Detective

> Overview

> Detective

> Infrastructure

> Preventive

6. Hover over “Import Tech Results”, click "Choose Single File".

’ mastercard

Company:
Environment:

.
= 2 Ovarnll Cyvher Maturity S
Import Tech Results v | Folder Status:

Import Assessment Values ISingIe Files I

ﬁ All Indicators

Infrastructure Preventive Detective

> Overview

> Detective

2> Infrastructure

> Preventive

7. Browse to the dedicated folder where the configuration files are

stored:

Open X

« > 9~ N » Desktop » Cisco Assessment ~ &) Search Cisco Assessment PR

o @

11}
4

Organize - New folder

@ OneDrive - C # Name Date modified Type Size
Assessor-CLI- # "_Z Unknown-CIS_Cisco_lOS_16_Benchmark-2.. 28/08/2023 9:21 XML File 1,140 KB
cisco files
logs
logs

Nessus agent_

File name: ~ | Config files (**) ~

Open Cancel
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8. Once the reportis open, select the file and click "Import". The following
screen displays information regarding import errors and packages

associated with the imported files.

Select result files to import X

1 Files processed
« Selectall | Show: « Valid forimport  File notsupported « Package does not exist in CyMA

+  Filename: Unknown-CIS_Cisco_IOS_16_Benchmark-20230825T142303Z-ARF xm

CyMA package : Level 1_CIS Cisco I0S 16 Benchmark V. 2.0.0

Package does not exist in the assessment - It will be added upon import

+ Qverride instances

A red mark is displayed below the package in case of an error.

Select result files to import )

11 Files processed

« Selectall | Show: « Valid forimport ' File notsupported ' Package does not exist in CyMA

File name : am_profiles.C.xml

CyMA package : Not identified
I €) The file is not recognized as an assessment result file I

File name : objects.C.xml
CyMA package : Not identified
© The file is not recognized as an assessment result file

File name: objects_5_0.C.xml
CyMA package : Not identified
© The file is not recognized as an assessment result file

File name: rulebases 5 _0.fws.xml
CyMA package : Not identified

€ The file is not recognized as an assessment result file

- . o~

+ Override instances

9. Upon successful import, a confirmation notice is displayed, click
"CLOSE". Please note that the number of indicators may vary based

on the input configuration files.

Import Configuration Files

Files Imported st fully, 12 Indi values found.

GET REPORT  CLOSE
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10.The assessment results are now available for review.

P mastercard <

-8 X
e
BEBERAOBE Indicators .
Controt (Al Controls +] (] ContrtBsita Categorys | Al Gategories B} Ssastegnry o 2
I Allindicators Seorch: Sources | Level 1.CISCi + | Criterion: Al Criterio. | Withdate: @Al (OYes (ONo Standards All Standords 5
Name PRp— ceevanr  wetaces  OVERROE  gcope  OVERRDE oy o
Cis Concrls v 80
Enable 'aca new- This command enables the AAA access control system. .
model Authentication, authoriz. B 1 100 e A
> Overviony
" [Expand]
> CIS Controls Version 8.0
Enoble’aca Sets authentication, autherization and accounting (ARA) .
cuthenticotionl..  authenticotion ot login. {ves | 1 100 Lol [ Ch e 8 %
[Expand] [Expand]
Enatie® Authenticates users who access privileged EXEC mode
e when they use the enable command. Level 1.CIS oo 1016
ahentotin. gy E B Benchmark V. 200 B
[Expand] [Expand]
Set login Authenticates users who access the router or switch
o9 @ ror.. femotely through the VIY port. Level 1.CIS Cisco 105 16
authentication for —. (o [o=s] 1 ° Benchmark V. 200 L2
[Expand] [Expand]
Set 'login If account management functions are not automatically
ootnemationfor.. anorced,an atesher coutgom prioged ccemn o IR 100 Level 1.CIS Cisco 05 16 a

8. Review Integration Results on CyMA Web
1. Go to the Assessment Portal, open the relevant company and

click on "Full analysis" option.

Standards and Frameworks
Environment

06 Demo . =

O Bosic Details

ﬂ (F rocemmemarrone pdd « . et
D Assets & lechnologies CSA CCM version & - lsaS (1) Cyber Risk Institute Profile v2.0 - Tier 1: Natio... (D) Cyber Risk Institute Profile v2.0 « Tier 2: Subn... () Cyber Risk Institute Profile v2.0 « Tier 3: Secto... (1}
B El Cyber Risk Institute Profil noire [EN rofile vi. nire 2] Cyber Risk Institute Profile v lire

82 Standards and Frameworks

= Questionnaire(2)

Cyber Risk Instituts Profile v2.0 - Tier b Locali.. () GOPR () GLBA (Gramm-Leach-Bliley Act CFR Port 314) (2] HIPAA

Cyber Risk Institute Profile v2.0

i}

Integrations

@ Resulls ﬂ Add

2 Fullanoysis (D e 1S0/IEC 2700132022 () ISO/IEC 277002:2022 (3 NIS 2 Directive 2022/2555 ( NIST 800-53 Rew.5 - Complete Standard (3}

m

O Support 3 isc

53 Rews

@ FAQ

2. After selection, you will be redirected to the page containing the

CyMA or "Full Analysis" information.
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@ mastercard

i « a P o
[ o] 2 E
] 2 a esntsls Sample saures
s © E
© E Lo e
©

o = @

o = @

3. Here you can filter the indicator based on the relevant product

integration.

 mostercard

i !
i Foh 22, 20
m
Indeotorsanalysis : i~ st o O )
Inicotors showing: 1250/3250 C1 a0 e
[ — Score Soure
mpie indicot O a ol e
icet { &) El tele  Serges e
dicot @ 2eontrols
indicat [ o] ] s 2comuul
dicat el 5 a 2eontrol
¢ Indicats e . 0 2evatral
it o s E el
[ o] 5 E
o a0
« [
" [ &)
R ind | @ e 2cantrols Sompia sourcs

4. The product selection will be made with “CIS CAT Pro" and then

select the Apply option.
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@ rmostercard

ompam Laszealer
6 Der Fob 22,7027
Inicatarsanahis : e % st v | | =)
Indiceters showing: 328073250 Q1 B cscarpao
Relevent Seor Soure
[ @] E trok
[ &) o o
dicots [ @] L 2controls
indicots [ &} 5 €0 2control
dicaty O s & 2comrol
sindiats [ &} 5 B 2eontrl
dicat O o 8 2eontro
O 5 L 2eonticls
[ &) e
O e
o «
mpie ind [ @] 8 2 conrols Sompi source

5. For the selected Product, you can analyze the indicator score,
relevance, number of instances, and controls.
6. Clicking on the indicator will open a slider on the right-hand side

with an in-depth view.

@ mostercard

Indicators analysis CQ Derna v Cybar Quant Security Framavior. v Allcontas v CIS CATPRO Assessoe

Indicotors showing: 3150/3250
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