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Microsoft 365 Foundations - Tip Sheet

Tool Description

CIS-CAT Pro Assessor is a Java-based tool that scans a target system's
configuration settings and reports the system's compliance with the
corresponding CIS Benchmark. The results generated are only presented in

machine-readable format.

Licensing Requirements
The CIS-CAT Pro Assessor is available for download through Mastercard's
resources. For the complete download and installation guide, please refer

to the "CIS-CAT Pro Assessor: Extraction Guide Tip Sheet".

The CIS-CAT Pro Assessor tool must be deleted once the configuration files

are exported.

Who Should Use the Document
This document is for “Cyber Quant CyMA" users participating in an

organizational cyber risk and security assessment using Mastercard's

“"Cyber Quant Cyber Risk Quantification” platform.

The document is also targeted at experienced IT and cyber professionals
who will extract technology infrastructure configuration files for the “Cyber

Quant CyMA" cyber risk and security assessment.

Requirements & Permissions
User Requirements:
a. Azure user permissions:
i. App creation required roles:
Entra Application Administrator or Cloud Application
Administrator.
ii. Global Reader directory required role:
Privileged Role Administrator
iii. Microsoft Fabric required role:

Groups Administrator
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b. Access Requirements:
i. Access to M365 portal
= CIS Tool Requirements:
* Machine Requirements -

= Windows server or client OS (it cannot be executed on a
Linux machine).

= CIS-CAT Pro Assessor requires a Java Runtime
Environment (JRE) at or above version 1.8.

= Access Requirements -

» Administrative permissions to execute the CIS-CAT Pro
Assessor.

= Administrative  permissions to connect to the
organizational technological assets.

5. High Level Process Flow

CIS-CAT Pro Assessor will require the user to log-in to Entra services and
create a new app.

The app will be required for the CIS PowerShell script to run all the
prerequisites to successfully be able to extract the CIS assessment from
M365.

The output file (XML) should be imported into the "Cyber Quant CyMA"

system for analysis.

6. Prerequisites
PowerShell 7 & Set-Execution policy

1. Run PowerShell 7 as an administrator
2. Execute the following:
Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope LocalMachine

Note: It is also possible to remove the Mark of the Web by following the next
procedure:

1. Run Powershell 7 as an administrator

2. Navigate to the root directory of the CIS-CAT Assessor installation.
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3. Run the following commands one at a time to unblock all relevant
script files:

# Run these commands one at a time to unblock script files

Get-Childltem *.ps1 -Recurse | Unblock-File

Get-Childltem *.psm1 -Recurse | Unblock-File

Get-Childltem *.psd1 -Recurse | Unblock-File
Note: Ensure these commands are executed from the correct directory (i.e.,
the CIS-CAT Assessor root directory). Running them from the wrong
location may inadvertently unblock unrelated files outside the CIS-CAT

Assessor folder structure.

Create Certificate

The CIS Microsoft 365 Foundations Assessment tool uses certificate-based
authentication to connect to an Entra application. Before creating the
application, generate a certificate for authentication and add it to the local
store on the machine performing the assessment. You will need the
Certificate Thumbprint for subsequent configuration steps.

This tipsheet will cover the use of a self-signed certificate; Microsoft offers
different options on how to create a certificate for this use. More
information is available here.

1. Run PowerShell as an administrator.

2. Run the command:

$cert=New-SelfSignedCertificate -Subject "CN=CyberQuant-CISCAT-
M365" -CertStorelLocation "Cert:\CurrentUser\My" -KeyExportPolicy
Exportable -KeySpec Signature

3. Next, Select Run from the Start menu and then enter certmgr.msc. The

Certificate Manager tool for the current user appears.

4. To view your certificates, under Certificates - Current User in the left pane,

expand the “Personal” directory.
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_| Trusted Root Certification Autho
Enterprise Trust

7 Intermediate Certification Autho

| Active Directory User Object

_| Trusted Publishers
Untrusted Certificates

_| Third-Party Root Certification A
Trusted People

7| Client Authentication Issuers

1 Local NonRemovable Certificate

| Certificate Enrollment Requests
Smart Card Trusted Roots

Certificates - Current User\Personal\Certificates] - [m] X
i File Action View Favorites Window Help - 8 X
e 2AFE 0O 6= HE
- Console Root Issued To Issued By Expiration Date  Intended Purposes Friendly Nam) | Actions
v Gl Certificates - Current User (53] 5f68ec26- 10ec-4ca3-08b7-6f192e07c296  Microsoft Intune MDM Device CA  10/12/2026 Client Authentication ~ <None> Certificates &
v [ Persnnarlr ‘ZﬁJCyberQuan(-C\SfAT-M%S CyberQuant-CISCAT-M365 08/03/2027 Client Authenticatio..  <None> More.. »
J @il #;)5-1-12-1-768002870-1137189801-358186.. S-1-12-1-768002870-1137189801-3..  18/03/2054 Smart Card Logon <None>

5. Click the Certificate you have created, a screen will show up:

6. Go to Details and scroll down to extract Thumbprint.

March 2026

tificate

General Details

Certification Path

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: CyberQuant-CISCAT-M365

Issued by: CyberQuant-CISCAT-M365

Valid from 08/03/2026 to 08/03/2027

? You have a private key that corresponds to this certificate.

oK
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7. Save the thumbprint as it will be required in future steps.

8. Click OK to exit.

Microsoft 365 Foundations - Tip Sheet

General Details  Certification Path

Show:  <All> v

Field Value

~|valid to Monday, 8 March 2027 20:07:26
__]SI.ijECt L Rl m
I~ |Public key RSA (2048 Bits)
|| Public key parameters 05 00
;__| Enhanced Key Usage Client Authentication (1.3.6.1.5....
;T] Subject Key Identifier 668e2c86e5c614ee1a4988a5¢...
.__] Key Usage Digital Signature, Key Encipher...
D Thumbprint d7dca09b65495df03f3707f44f....
d7dcaldb65495df0313707144f68f624badaTcrd

Edit Properties... Copy to File...

oK

9. Next, Right-click on the certificate you created, select All tasks->Export

10.Follow the Certificate Export wizard and click Next.
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11.Select "No, do not export the private Key" and click Next

March 2026
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£* Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation lists
from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity and
contains information used to protect data or to establish secure network connections. A
certificate store is the system area where certificates are kept.

To continue, click MNext.

Next Cancel

€ L* Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?

() Yes, export the private key

o No, do not export the private key

Next Cancel
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12.Select DER Encoded binary x.509 and click Next.

Microsoft 365 Foundations - Tip Sheet

& L* Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
© DER encoded binary X.509 (.CER)
(_) Base-64 encoded X.509 (.CER)
(_) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P7B)
Include all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
Include all certificates in the certification path if possible

fi

Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (.SST)

Next Cancel

13.0n the next page, click on Browse and select where do you want the file to

be exported to.

€ £*¥ Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:

Browse...

Cancel

14 Verify the wizard setting and click Finish.
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\ £* Certificate Export Wizard

C%mpleting the Certificate Export Wizard

You have successfully completed the Certificate Export wizard

You have specified the following settings:

File Name

Export Keys No

Include all certificates in the certification path No

File Format DER Encoded Binary X.509 (* cer)

Finish Cancel

Install Modules

1. Run PowerShell 7 as an administrator

2. Navigate to <CIS CAT Assessor Root Folder>\Setup\M365
3. Execute the following command:

4. \M365Foundations.psl -InstallPreReqgs

5. The script will prompt you to install or update the modules.

6. Once modules are installed, you will be prompted if you would like the

automated process to create the Entra application on behalf of you.

PS C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update existing modules to the latest tested versions.
-> Install + Update the required Powershell modules? [Y/N]: Y

Processing the required PowerShell modules. ..

PSGallery is trusted.

PowerShellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable version of Az.Accounts: 5.3.2.

Installed the latest acceptable version of ExchangeOnlineManagement: 3.9.2.
Installed the latest acceptable version of Microsoft.Graph.Authentication: 2.3u4.8.
Installed the latest acceptable version of MicrosoftTeams: 7.6.8.

Installed the latest acceptable version of PnP.PowerShell: 3.1.8.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for CIS-CAT Assessor? [V/N]: |

The tipsheet will demonstrate the automated process, but a manual one
is also possible; if interested please advise the following link: CIS
Assessor -M365

7. Enter Y to allow the automatic app configuration.
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Ps C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update existing modules to the latest tested versions.
-> Install + Update the required PowerShell modules? [Y/N]: Y

Processing the required PowerShell modules...

PSGallery is trusted.

PowerShellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable version of Az.Accounts: 5.3.2.

Installed the latest acceptable version ExchangeOnlineManagement: 3.9.2
Installed the latest acceptable version Microsoft.Graph.Authentication: 2.34.6.
Installed the latest acceptable version MicrosoftTeams: 7.6.8.

Installed the latest acceptable version PnP.PowerShell: 3.1.8.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for CIS-CAT Assessor? [Y/N]: Y

8. The script will notify that it will prompt to gain access to Microsoft graph
to create the app and verify that the user has sufficient permissions. Enter

Y

PS C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update existing modules to the latest tested versions.
-> Install + Update the required Powershell modules? [Y/N]: Y

Processing the required PowerShell modules. ..

PSGallery is trusted.

PowerShellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable version of Az.Accounts: 5.3.2.

Installed the latest acceptable version of ExchangeOnlineManagement: 3.9.2.
Installed the latest acceptable version of Microsoft.Graph.Authentication: 2.34.8.
Installed the latest acceptable version of MicrosoftTeams: 7.6.0.

Installed the latest acceptable version of PnP.PowerShell: 3.1.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for CIS-CAT Assessor? [Y/N]: Y

A You will sign in to Microsoft Graph with delegated permissions to create the app, assign application permissions, and optionally grant admin consent + Global
Reader
All steps can be done manually if preferred.

Minimum uired directory roles depending on the workflow chosen (one or more may be needed):
- Application Administrator (Least Privilege)

- Groups Administrator (Least Privilege)

- Privileged Role Administrator (Least Privilege)

- Global Administrator (Not required)

& NOTE: You do NOT need to check 'Consent on behalf of your organization' when granting Microsoft Graph delegated permissions; this is separate from the proces
s of granting admin consent for application permissions.

A (Requires at least Privileged Role Administrator).
—-> Automatically grant admin consent and assign Global Reader role? [V/N]:

9. The script will prompt us to allow access to Microsoft Fabric access. Enter

Y

Ps C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A\ NOTE: This process will also update existing modules to the latest tested versions.
-> Install + Update the required PowerShell modules? [Y/N]: Y

Processing the requ: 1 PowerShell modules. ..

PSGallery is trusted.

PowerShellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable i of Az.Accounts: 5.3.2.

Installed the latest acceptable i of ExchangeOnlineManagement: 3.9.2.

Installed the latest acceptable i of Microsoft.Graph.Authentication: 2.34.8.
Installed the latest acceptable i of MicrosoftTeams: 7.6.

Installed the latest acceptable versi of PnP.PowerShell: 3.1.8.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for CIS-CAT Assessor? [Y/N]: Y

A You will sign in to Microsoft Graph with delegated permissions to create the app, assign application permissions, and optionally grant admin consent + Global
Reader.
All steps can be done manually if preferred.

Minimum required directory roles depending on the workflow chosen (one or more may be needed):
- Application Administrator (Least Privilege)

- Groups Administrator (Least Privilege)

- Privileged Role Administrator (Least Privilege)

- Global Administrator (Not required)

& NOTE: You do NOT need to check 'Consent on behalf of your organization' when granting Microsoft Graph delegated permissions; this is separate from the proces
s of granting admin consent for application permissions.

& (Requires at least Privileged Role Administrator).
-> Automatically grant admin consent and assign Global Reader role? [Y/N]: Y

A (Requires at least Groups Administrato:
—> Create security group and assign app as member for Microsoft Fabric access? [Y/N]: Y
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10.Fill in a unique, friendly name for the app.

PS C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update disting modules to the latest tested versions.
-> Install + Update the required PowerShell modules? [Y/N]: Y

Processing the required Powershell modules...

PSGallery is trusted

PowerShellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable version of Az.Accounts: 5.3.2.

Installed the latest acceptable version of ExchangeOnlineManagement: 3.9.2.
Installed the latest acceptable version of Microsoft.Graph.Authenticatiol 2.34.8.
Installed the latest acceptable version of MicrosoftTeams: 7.6.0.

Installed the latest acceptable version of PnP.PowerShell: 3.1.8.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for CIS-CAT Assessor? [V/N]: V

A You will sign in to Microsoft Graph with delegated permissions to create the app, assign application permissions, and optionally grant admin consent + Global
Reader.
A1l steps can be done manually if preferred.

Minimum required ectory roles depending on the workflow chosen (one or more may be needed):
- Application Administrator (Least Privilege)
roups Administrator (Least Privilege)
vileged Role Administrator (Least Pr
- Global Administrator (Not requ 1)

& NOTE: You do NOT need to check 'Consent on behalf of your organization' when granting Microsoft Graph delegated permissions; this is separate from the proces
s of granting admin consent for application permissions.

A (Requires at least Privileged Role Administrator).
-> Automatically grant admin consent and assign Global Reader role? [Y/N]: Y

A (Requires at least Groups Administrator).

-> Create security group and assign app as member for Microsoft Fabric access? [Y/N]: Y

-> Provide a unique, friendly name for the application (e.g., 'CISCAT-Pro'):

WARNING: Application name cannot be empty. Please provide a valid name.

-> Provide a unique, friendly name for the application (e.g., 'CISCAT-Pro'): CyberQuant-CISCAT-Pro

11.Provide a name for the Microsoft Fabric security group or leave black for

the default suggested name:

PS C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update existing modules to the latest tested versions.
-> Install + Update the required PowerShell modules? [Y/N]: Y

Processing the required PowerShell modules...

PSGallery is trusted.

PowerShellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable i of Az.Accounts: 5.3.2.

Installed the latest acceptable i of ExchangeOnlineManagement: 3.9.2.
Installed the latest acceptable i of Microsoft.Graph.Authentication: 2.34.8.
Installed the latest acceptable i of MicrosoftTeams: 7.6.8.

Installed the latest acceptable i of PnP.PowerShell: 3.1.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for ~CAT Assessor? [Y/N]: Y

A You will sign in to Microsoft Graph with delegated permissions to create the app, assign application permissions, and optionally grant admin consent + Global
Reader.
A1l steps can be done manually if preferred.

Minimum required directory roles depending on the workflow chosen (one or more may be needed):
- Application Administrator (Least Privilege)

- Groups Administrator (Least Privilege)

- Privileged Role Administrater (Least Pri

- Global Administrator (Not required)

& NOTE: You do NOT need to check 'Consent on behalf of your ganization' when granting Microsoft Graph delegated permissions; this is separate from the proces
s of granting admin consent for application permissions.

A (Requires at least Privileged Role Administrator).
-> Automatically grant admin consent and assign Global Reader role? [Y/N]: Y

A (Requires at least Groups Administrater).

-> Create security group and assign app as member for Microsoft Fabric access? [V/N]

-> Provide a unique, friendly name for the application (e.g., 'CISCAT-Pro')

WARNING: Application name cannot be empty. Please provide a valid name.

-> Provide a unique, friendly name for the application (e.g., 'CISCAT-Pro'): CyberQuant-CISCAT-Pro

-> Provide a name for the Microsoft Fabric security group or press Enter to use 'CyberQuant-CISCAT-Pro-Fabric-RO':
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12.A sign-in prompt will appear; select the account required for usage.

Ps C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update existing moduleg

-> Install + Update the required PowerShell modules? [

Processing the required PowerShell modules. ..

PSGallery is trusted.

PowershellGet: 2.2.5 is already the latest acceptable ! 1 H
Installed the latest acceptable Az .Accounts LEt s get yDU S\gned In
Installed the latest acceptable ExchangeOnl

Installed the latest acceptable i Microsoft.G: .

Installed the latest acceptable i MicrosoftTed Use this account

Installed the latest acceptable i PnP.PowerSh¢g

Required modules installed/verified successfully. LR T

A (Requires at least Application Administrator). Work or school account
—> Create required Entra application for CIS-CAT Assesg

A You will sign in to Microsoft Graph with delegated { . nd optionally grant admin consent + Global
Reader. Use a different account
All steps can be done manually if preferred.

Minimum quired directory roles depending on the workd . Mlcr.osoft accourjt

- Application Administrator (Least Privilege) Email, phone, or Skype

- Groups Administrator (Least Privilege)

- Privileged Role Administrator (Least Privilege)

- Global Administrator (Not required) || Work or school account

& NOTE: You do NOT need to check 'Consent on behalf o u Assigned by your organizatio
s of granting admin consent for application permissiong

missions; this is separate from the proces

A (Requ s at least Privileged Role Administrator).
—-> Automatically grant admin consent and assign Global

A (Requires at least Groups Administrator).

—-> Create security group and assign app as member for M
-> Provide a unique, friendly name for the application
WARNING: Application name cannot be empty. Please prov
-> Provide a unique, friendly name for the application
-> Provide a name for the Microsoft Fabric security grg

Continue

Attempting to connect to Microsoft Graph... (Attempt 1/2)
WARNING: Note: Sign in by Web Account Manager (WAM) is enabled by default on Windows. If using an embedded terminal, the interactive browser window may be hidde
n behind other windows.

13.Next the script will provide information regarding the app created:

PS C:\CIS\Assessor\setup\M365> .\M365Foundations.psl

A NOTE: This process will also update existing modules to the latest tested versions.
-> Install + Update the required PowerShell modules? [Y/N]: Y

Processing the required PowerShell modules...

PSGallery is trusted.

PowershellGet: 2.2.5 is already the latest acceptable version.

Installed the latest acceptable version of Az.Accounts: 5.3.2.

Installed the latest acceptable v i of ExchangeOnlineManagemen .9.2.
Installed the latest acceptable v i of Microsoft.Graph.Authentication: 2.34.8.
Installed the latest acceptable v i of MicrosoftTeams: 7.6.8.

Installed the latest acceptable v i of PnP.PowersShell: 3.1.

Required modules installed/verified successfully.

A (Requires at least Application Administrator).
-> Create required Entra application for CIS-CAT Assessor? [Y/N]: Y

A You will sign in to Microsoft Graph with delegated permissions to create the app, assign application permissions, and optionally grant admin consent + Global
Reader.
All steps can be done manually if preferred.

Minimum required directory roles depending on the workflow chosen (one or more may be needed):
- Application Administrator (Least Privilege)

- Groups Administrator (Least Privilege)

- Privileged Role Administrator (Least Privilege)

- Global Administrator (Not required)

& NOTE: You do NOT need to check 'Consent on behalf of your organization' when granting Microsoft Graph delegated permissions; this is separate from the proces
s of granting admin consent for application permissions.

A (Requires at least Privileged Role Administrater).
-> Automatically grant admin consent and assign Global Reader role? [Y/N]: Y

A (Requires at least Groups Administrator).

-> Create security group and assign app as member for Microsoft Fabric access? [Y/N]: Y

-> Provide a unique, friendly name for the application (e.g., "CISCAT-Pro'):

WARNING: Application name cannot be empty. Please provide a valid name.

-> Provide a unique, friendly name for the application (e.g., 'CISCAT-Pro'): CyberQuant-CISCAT-Pro

-> Provide a name for the Microsoft Fabric security group or press Enter to use 'CyberQuant-CISCAT-Pro-Fabric-RO':

Attempting to connect to Microsoft Graph... (Attempt 1/2)

WARNING: Note: Sign in by Web Account Manager (WAM) is enabled by default on Windows. If using an embedded terminal, the interactive browser window may be hidde
n behind other windows.

Creating Entra application: CyberQuant-CISCAT-Pro

Created new application 'CyberQuant-CISCAT-Pro' with ApplicationId:

Service principal created with Id

Admin consent granted for all required permissions.

Global Reader role assigned to application: 'CyberQuant-CISCAT-Pro'.

Created Microsoft Fabric access group 'CyberQuant-CISCAT-Pro-Fabric-RO' with application 'CyberQuant-CISCAT-Pro' as member.

Automatically update M365Config.psdl with tenant information? [Y/N]: |

14.Continue and allow the script to update the M365Config file with the

relevant information.
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15.Provide the Certificate thumbprint that is going to be uploaded to the
newly created app.

[Automatically update M365Config.psdl with tenant information? [Y/N]: Y

Retrieving tenant information...

er the certificate thumbprint (46 character hex string)
ess Enter to skip: 1c51b251893ubac8862678dbe73c7ce835dUf769

ertificate thumbprint (48 character hex string)
or press En to skip: 1c51b251893U4bacd862876dbe73c7ce835dUF769
Backed up existing config to: C:\CIS\Assessor\config\M365Config.psdl.backup_20260308_194453

Successfully updated M365Config.psdl with the following values:
CertificateThumbpri 1c51b251893UbacB862870dbe73cTce835dUf769
ApplicationId: a abg8-ube9-ad76-1facB6ac369F

TenantId: a@364725-0dbe-u4ou6-9uff-8ec335f75fda

Tenant: cytegic.com

SharePointURL: Cytegicl-admin.sharepoint.com

Disconnecting from Microsoft Graph...

A Important next steps for the newly created application:

-> Update Fabric read-only tenant settings to include the security group: 'CyberQuant-CISCAT-Pro-Fabric-RO'.
—-> Upload and associate the certificate with the application.

-> Confirm the M365Config.psdl file is updated with the correct values.

Prerequisites setup process ended.
PS C:\CIS\Assessor\setup\M365>

Upload Certificate

The previously created certificate must be associated with the Entra

application in the Entra Admin Center.
1. Navigate to the Microsoft Entra Admin Center.

2. Go to Entra ID > App registrations.

Microsoft Entra admin center A2 Search resources, services, and docs (G+/) O Copilot
| Home Microsoft Entra
& Entraagents
*  Favorites v . & . .
Cytegic -MasterCard Users at high risk Tenant status
- Identity Secure
® EntralD ~ Tenant ID 0 &) y
u _ G V) Score
i Primary domain i = View user profile
® overview y P . 32.00%
No detections found
R Users § §
37 35 My role assignments No user detections with risk View recommendstions
e . e o e e
View users View groups 3 days. Microsoft Entra
B Devices
@ High privileged role assignments Connect
Agent ID (Preview) 91 24 < ©Disabled
= o View devi Vi
Enterprise apps e devices ewapps View my roles View high risk users View Entra Connect
R
h I
S Roles & admins Shortcuts
&  Delegated admin partners Add v User sign-ins Audit logs Authentication Methods Blocked users Domain names Unused service principals Manage tenants
B Domain services . . s " -
Named locations Cross-tenant Access Policies Tenant restrictions Conditional Access Policies
B8 Conditional Access
Get the most out of your licenses and subscriptions
©  Multifactor authentication
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3. Select All applications and search for the application created, select it once

found.

a admin center

A Home

@& Entraagents

X Favorites 4
$ EntralD ~
@ overview

R users

R Groups

B Devices

Agent ID (Preview)

@ Enterprise apps

|EB App registrations

S Roles & admins

8 Delegated admin partners

© Domain services

G Conditional Access

©  Multifactor authentication

P Search resources, services, and docs (G+/)

Home

App registrations <

~+ New registration & Endpoints

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Al applications

Owned applications

1 applications found

Display name 1

K Troubleshoot

(O Refresh

Deleted applications

L Download Preview features A Got feedback?

Deactivated applications

< | Ty Add filters

Application (client) ID

a05e0ee1-5ab8-4b09-ad76-1fac06ac369f

Createdon Ty  Certificates & secrets

3/8/2026 -

4.

a admin center

A Home

Entra agents

*

Favorites V

Entra ID AN
Overview

Users

Groups

Devices

Agent ID (Preview)

Enterprise apps

8 @ 8 & 3 0 O ¢

App registrations

& Roles & admins

&  Delegated admin partners
O  Domain services

B Conditional Access

©  Multifactor authentication
Q2 Identity Secure Score

Go to Certificates & Secrets.

O Search resources, services, and docs (G+/)

Home > App registrations

Search «
Overview

Quickstart

# Integration assistant

X Diagnose and solve problems

Manage

£F Branding & properties

2 Authentication (Preview)

Token configuration
- APl permissions

& Expose an API

App roles

& Owners

&l Roles and administrators

I Manifest

Support + Troubleshooting

& New support request

=2 CyberQuant-CISCAT-Pro =

© Deactivate

@ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>

N Essentials

Display name
CyberQuant-CISCAT-Pro
Application (client) 1D

Object ID

Directory (tenant) ID

Supported account types
My organization only

[i] Delete @ Endpoints & Preview features

Client credentials
Add a certificate or secret
Redirect URIs
- Add a Redirect URI
Application ID URI
Add an Application ID URI
Managed
CyberQuant-CISCAT-Pro

State
@ Activated

pplication in local directory

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We
will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to
Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

Get Started

Documentation

Build your application with the Microsoft identity platform

The Microsoft identity platform is an authentication service, open-source libraries, and application management
tools. You can create modern, standards-based authentication solutions, access and protect APIs, and add sign-

in for your users and customers. Learn morec/
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5. Click on Certificates.

TR TR @l © Search resources, services, and docs (G+/)

Home > App registrations > CyberQuant-CISCAT-Pro

A Home
CyberQuant-CISCAT-Pro | Certificates & secrets = X

@& Entraagents

£ search « & Got feedback?
X Favorites v

Overview
N Eead ~ Quickstart Credentials enable to identify them to the aut service when receiving tokens at a web addressable location (using an HTTPS
hife) scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant
@ overview

X Diagnose and solve problems

x

Q Users @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Manage
2 Groups - .

Branding & properties . .
Client secrets (0)  Federated credentials (0)
3 Devices D Authentication (Preview) -
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Agent D (Preview) Certificates & secrets
_ 1l Token configuration + New client secret
Enterprise apps

< APl permissions Description Expires Value © Secret ID

& B

App registrations
R @ Expose an API ) _
No client secrets have been created for this application.

Roles & admins App roles
8 Delegated admin partners & Owners
&, Roles and administrators
£ __Domain service:

6. Click on Upload Certificate; a side screen will appear. Click on the folder

icon and browse to the exported .cer file. Next, click "Add".

Ve A o RS Tl © Search resources, services, and docs (G+/)

Home > App registrations > CyberQuant-CISCAT-Pro ifi
& Home - Upload certificate X
CyberQuant-CISCAT-Pro | Certificates & secrets =
g Entraagents
Upload a certificate (public key) with one of the following file types: cer, .pem, .crt *
f A7 Got feedback? [ “cyberQuant-cis-Certcer’
Kk Favorites v
B overview Description
~ G ~ Quickstart Credentials enable confi to identify t [ Enter a description for this certificate
) scheme). For a higher level of assurance, we recommend using a cel
#" Integration assistant
@ overview
X Diagnose and solve problems
R users @ Application registration certificates, secrets and federated credeni
Manage
& Groups - y
Branding & properties y
Certificates (0)  Client secrets (0)  Federated credentials
B Devices 2 Authentication (Preview) —_—
Certificates can be used as secrets to prove the application’s ident
Agent ID (Preview) Certificates & secrets
_ il Token configuration T Upload certificate
Enterprise apps
= APl permissions Thumbprint Description
B8 App registrations
I e & Expose an API
No certificates have been added for this application.
& Roles & admins i App roles
8 Delegated admin partners & Owners
&k Roles and administrators
O Domain services
B Manifest
B Conditional Access
Support + Troubleshooting
©  Multifactor authentication o
& New support request
Q2 identity Secure Score
«

7. A certificate will be added to the application.
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Microsoft Entra admin center L search resources, services, and docs (G+/) I O Copilot
Home > App registrations > CyberQuant-CISCAT-Pro
A Home ope
CyberQuant-CISCAT-Pro | Certificates & secrets  # X
@& Entraagents
Search &’ Got feedback?
X Favorites v
B overview
® EntralD N Quickstart @ Got a second to give us some feedback? —>
#  Integration assistant
@ overview . Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
«  Diagnose and solve problems scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
K users
Manage
A Groups -
Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B Devices 2 Authentication (Preview)
@  Agent ID (Preview) Certificates & secrets Certificates (1) Client secrets (0)  Federated credentials (0)
11! Token configuration N § . X
Enterprise apps Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
= API permissions
B A istrati = i
pp registrations & Expose an API Upload certificate
S Roles & admins App roles Thumbprint Description Start date Expires Certificate ID
% Delegated admin partners & Owners D7DCA09B65495DF03F3707F44F6...  CN=CyberQuant-CISCAT-M365 3/8/2026 3/8/2027 0]
&, Roles and administrators
O Domain services
1 Manifest
B8 Conditional Access
Support + Troubleshooting

Microsoft 365 Foundations - Tip Sheet

7. The Extraction Process

1.

2.

Run PowerShell 7 as an administrator
Navigate to <CIS CAT Assessor Root Folder>\Setup\M365

Execute the following PowerShell script by command:

\M365Foundations.psl

The script will check for dependencies and once done it will ask for a profile

to execute.

PS C:\CIS\Assessor\setup\M365> .\M365Foundations.psl
Checking for required dependencies...

All required modules are installed and meet version requirements.

.d8888b. 8888888 .d8888b. 888888b. 888b d888 8888888b. 88888888888
d88P YBBb 888 dBBP Y88b 888 "88b 8888b d8g88s8 888 "Y88b 888
888 888 888 YB88b. 888 .88P 88888b.d83888 888 888 888
888 888 "Y888b. 888 £888888K. B888YsBss8B88p888 888 888 888
888 888 "Y88b. 888 888 "yssb 888 YB8BP 888 888 888 888
888 888 888 "888 888 888 888 Y8P 888 888 888
Y88b dBBP 888 YB8b d88P 888 d88P 888 " 888 B88 .d88BP
"Y8888P" 8888888 "YB8888P" 8888888P" 888 B8888888P"

CIS Microsoft 365 Foundations Benchmark v6.0.1 Automated Assessment Content
Using: CIS_Microsoft_365_Foundations_Benchmark_v6.0.1-xccdf.xml
https://ciscat-assessor.docs.cisecurity.org/en/latest/Assess—-M365/

Please choose one of the following profiles by entering the corresponding number:

E3 Level 1

E3 Level 2 (Includes all items from E3 Level 1)

E5 Level 1 (Includes all items from E3 Level 1)

E5 Level 2 (Includes all items from all L1 and L2 profiles)

Profile number (1-4):
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5. Select the desired profile number and press Enter.

6. The assessment ended and the result file is available in the reports folder.

102/140: (L2) Ensure OneDrive content sharing is restricted Not Selected
103/140: (L2) Ensure that SharePoint guest users cannot share items they don't own Not Selected
104/140: (L2) Ensure SharePoint external sharing is restricted Not Selected
105/140: (L1) Ensure link sharing is restricted in SharePoint and OneDrive.... e e Fail
106/140: (L2) Ensure external sharing is restricted by security group cooc Not Selected
107/140: (L1) Ensure guest access to a site or OneDrive will expire automatically....

108/140: (L1) Ensure reauthentication with verification code is restricted

109/140: (L1) Ensure the SharePoint default sharing link permission is set -

110/140: (L2) Ensure Office 365 SharePoint infected files are disallowed for download cooc Not Selected
111/140: (L2) Ensure OneDrive sync is restricted for unmanaged devices Not Selected
112/140: (L2) Ensure external file sharing in Teams...abled for only approved cloud storage services Not Selected
113/140: (L1) Ensure users can't send emails to a channel email address Fail
114/140: (L2) Ensure external domains are restricted in the Teams admin center

115/140: (L1) Ensure communication with unmanaged Teams users is disabled

116/140: (L1) Ensure external Teams users cannot initiate conversations

117/140: (L1) Ensure the organization cannot communicate with accounts in trial Teams tenants

118/140: (L1) Ensure app permission policies are configured Not Checked
119/140: (L2) Ensure anonymous users can't join a meeting e e Not Selected
120/140: (L1) Ensure anonymous users and dial-in callers can't start a meeting

121/140: (L1) Ensure only people in my org can bypass the Llobby

122/140: (L1) Ensure users dialing in can't bypass the lobby e L.

123/140: (L2) Ensure meeting chat does not allow anonymous users Not Selected
124/140: (L2) Ensure only organizers and co-organizers can present Not Selected
125/140: (L1) Ensure external participants can't give or request control cooc cooc Fail
126/140: (L2) Ensure external meeting chat is off e cies Gooc Not Selected
127/140: (L2) Ensure meeting recording is off by default e e Not Selected
128/140: (L1) Ensure users can report security concerns in Teams.... P P Fail
129/140: (L1) Ensure guest user access is restricted

130/140: (L1) Ensure external user invitations are restricted

131/140: (L1) Ensure guest access to content is restricted

132/140: (L1) Ensure 'Publish to web' is restricted

133/140: (L2) Ensure 'Interact with and share R and Python' visuals is 'Disabled’

134/140: (L1) Ensure 'Allow users to apply sensitivity labels for content' is 'Enabled'

135/140: (L1) Ensure shareable links are restricted

136/140: (L1) Ensure enabling of external data sharing is restricted

137/140: (L1) Ensure 'Block ResourceKey Authentication' is 'Enabled'

138/140: (L1) Ensure access to APIs by service principals is restricted

139/140: (L1) Ensure service principals cannot create and use profiles

140/140: (L1) Ensure service principals ability to ...ections and deployment pipelines is restricted Error

#x%%% Assessment Results Summary #x#xx

Total # of Results: 146
Total Scored Results: 78
Total Pass: 23
Total Fail: 44
Total Error: 11
Total Unknown: @
Total Not Applicable: @
Total Not Checked: 4
Total Not Selected: 54
Total Informational: 4

*%%x%% Assessment Scoring *%%x%

Score Earned: 23.0
Maximum Available: 78.0
Total: 29.49%

- Generating Checklist Results...

Ending Assessment — Date & Time: 03-08-2026 21:16:47
Total Assessment Time: 1 minute
— Generating Asset Reporting Format.
- Generating Report Request.
— Generating Data-Stream Collection
— Data-Stream Collection Generated.
— Collecting Checklist Results.
— Combining Results.
- Saving Results.
- Asset Reporting Format Generated.

#%%x%% Writing Assessment Results ##%x%

- Reports saving to C:\CIS\Assessor\reports

—- Asgard-CIS_Microsoft_365_Foundations_Benchmark-20260308T211647Z—-ARF.xml
Assessment Complete for Checklist: CIS Microsoft 365 Foundations Benchmark

Disconnecting Session.

Finished Assessment 1/1

Exiting; Exit Code: @

Finished CIS-CAT instance in: 107 seconds.
Finished all scripts in a total of: 223 seconds.

A INFORMATION SECURITY REMINDER A

The reports and evidence folders contain sensitive tenant configuration information

— Ensure access to the folder is restricted.

- Share reports and assessment evidence with authorized personnel only.

— M Reports folder: C:\CIS\Assessor\reports

- B Evidence folder: C:\CIS\Assessor\reports\M365 Foundations v6.0.1\Results_2026_03_08_21_10_55

M For documentation and guidance, visit: https://ciscat-assessor.docs.cisecurity.org/en/latest/Assess—M365/
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8. Open and Review Integration Results
1. For instructions on how to download CyMA, please refer to the "CyMA

Microsoft 365 Foundations - Tip Sheet

Installation” tip sheet.

2. After installation, execute the "Cyber Quant CyMA" client and log in.

Username:

Password:

3. Enter the verification code sent to the account's email address.

Verification code:

Resend code

4. Select the desired company, environment, and assessment to import the

report.
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Open Assessment X

Company: v
Environment: v
Assessment: v

5. Click on the "Import Files" icon on the top left of the screen.

, mastercard - &8 X
Company:
Overall Cyber Maturity 5“.““5
T Al Indicators
g I
Infrastructure Preventive Detective

Overview

Detective

Infrastructure

Preventive

6. Hover over "Import Tech Results”, click "Choose Single File".

) mastercard

Company:
_ - > . Environment:
B B G 5L Ohrarall Cvher Maturity s

Import Tech Results v | Folder Status:
Import Assessment Values ISlngIe Files I

ﬁ All Indicators

Infrastructure Preventive Detective

> Overview

> Detective
> Infrastructure
> Preventive

7. Browse to the dedicated folder where the configuration files are stored
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M
e v 4 - ' 5 1 1 CIS Fortigate v G € gat »
Organize >  New folder =- 1 0
’ &/ Cytegic Cloud_FW-CIS FortiGate 7.4 Be.. 03/02/2026 9:53 XML File 951 KB
& Cytegic_Cloud_FW-CIS_FortiGate 7.4x_Be..
q

File name: | Cytegic_Cloud_FW-CIS_FortiGate_7.4.x_Benchmark-20260202T115844Z-ARF.xml Config files (*.*)

Open Cancel

8. Once the report is open, select the file and click “Import”. The following
screen displays information regarding import errors and packages

associated with the imported files.

Select result files to import

+ Selectall | Show: ' Validforimport ' File notsupported ' Package does not exist in CyMA

v Filename: Cytegic_Cloud_FW-CIS_FortiGate_7.4.x_Benchmark-20260202T115844Z-ARF .xml
CyMA package: Level 1_CIS FortiGate 7.4.x Benchmark V. 1.0.1
Ready for import

+ Override instances

A red mark is displayed below the package in case of an error.

Select result files to import X

11 Files processed

v Selectall | Show: + Validforimport ' File notsupported ' Package does not exist in CyMA

File name : om_profiles.C.xml

CyMA package : Not identified
| € The file is not recognized as an assessment result file |

File name : objects.C.xml
CyMA package : Not identified

© The file is not recognized as an assessment result file

File name : objects_5_0.C.xml
CyMA package : Not identified

) The file is not recognized as an assessment result file

File name : rulebases_5_0.fws.xml
CyMA package : Not identified

© The file is not recognized as an assessment result file

+ Override instances
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9. Upon successful import, a confirmation notice is displayed, click “"CLOSE".

Microsoft 365 Foundations - Tip Sheet

Please note that the number of indicators may vary based on the input

configuration files.

Import Configuration Files

Files Imported fully, 12 Indi values found.

GET REPORT  CLOSE

10.The assessment results are now available for review.

P mastercard < - a8 X
Indicators
Controli Al Contros *] (] ControlExists Catagory | Al
e Sourcer [Lewi1.CI5Ci +] Crtarons [l Standards| Al Standords
overRIDE overRioE
NamE . DESCRIPTION Recevant  NsTances Qe score QU source N
Enable‘Gaanew.  This commond arabls the trol syst . = S Sl EE A
- o E Benchmark V. 2.0.0 ¥
[Expand]
noblo ana Sets authendcation avthorizaton and accounting (AAY) ) - ol B 55 A .
\ authentication authentication at login. [ ves | 1 Ll e G
(Expand] (Expand]
Enatlsgng Level 1_CIS Cisco 10S 16
. authentication .. 1 9 Benchmark V. 2.0.0 L
(Expand] [Expand]
Set ‘login Authenticates users who access the router or switch
o9 omfor... remotely through the VIY port. Level 1 CIS Cisco 105 16
[Expand] [Expand]
Set 'login If account management functions are not automatically s
Level 1 CIS Cisco 105 16
authentiation for...  enforced, an ottocker could gain privieged occess o [ ves [ 100 L LCIs Clos AV
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Review Integration Results on CyMA Web

Microsoft 365 Foundations - Tip Sheet

1. Go to the Assessment Portal, open the relevant company and click on "Full

Analysis" option.

Standards and Framewaerks

- Manogs standards, Frameworks, end regulations
= ot vl Froemes - E

CSACCM version & - log

Cyber Risk Institute Profile v2.0 - Tier 1: Notio... () Cyber Risk Institute Profile v2.0 - Tier 2: Subn... (7 Cyber Risk Institute Profile v2.0 - Tier 3: Secto... (7

Crber Risk Institute Profile v2.0 - Tier & Locali.. (0 GDPR (O GLBA (Gramm-~Leach-Bliley Act CFR Part 314) () HIPAA
8 integ
= = @ = s =
2 Full onalysis IS0/IEC 27001:2022 (3 ISO/IEC 27002:2022 () NIS 2 Directive 2022/2555 (3 NNIST 800-53 Rev.5 - Complete Standard (3
O Support @
@ FAQ

2. After selection, you will be redirected to the page containing the CyMA or

"Full Analysis" information.

P mostercard

om0 O
e Cren o o =
i « % A 2 carmral g
© P
© P -
L [ & 2 8
" © " 2ecouy o
©

«
L & a
«
« Ll
P [ o] & 2ezenal g
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3. Here you can filter the indicator based on the relevant product integration.

@ mostercard

Microsoft 365 Foundations - Tip Sheet

& o
e e
Indicaters analysis oo Dems v CyberQuantSecurtyFamewer. v Alcobas v Alpraduess v misources v e -
Indicotors shawing: 3150/3250 O} a0 e
Relevant Score Soure
{ @] a otrol
indicat ( &) & atrels o
indicat o) ! 2eontrols
icat © 5 E 2ol
Indicat el s a0 2eontral
indicet © s a0 2esuls
dcat el o f 2 eontral
i o o f
O e
o "
©
e indic O 5 ©trols -

4. The product selection will be made with “CIS CAT Pro"” and then select the

Apply option.

@ mostercard

— - L
€8 Ders [ el
Indicators analysis 53 D v CyberQuantSecurity Fromewer.. v Allcontss v Allproduets v Misources v pee [ ed
Indicetors showing: 3250/3250 0L B Cis a7 PRO Assseo
Relewcnt Score Seure
O & atrol
o o control
indicat [ @] & 2controls
icat O 5 @ 2control
Indicat: O 5 a0 2eomrol
indicet [ &} 5 £ 2eential
et O . 8 2estrel
[ &) s E Lezatrels
O o
O o
L o]
) o o -
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5. For the selected Product, you can analyze the indicator score, relevance,

Microsoft 365 Foundations - Tip Sheet

number of instances, and controls.

6. Clicking on the indicator will open a slider on the right-hand side with an in-

depth view.

@ mostercard

Comparny Pasgsemer Top ol
6 Derms A 72,7077 ke anticls O Feh22, 2077 indicatar details %

Indicators analysis & Dema ¥ CyberQuont Security Fromaver.. ¥ Allcontras © OIS CATPRO Assessc

Indicztors shawing: 3250/3250 Q1

Name Relment  Insonc  Smre  Querideszre  Comrel

Apply NS i Securty oo o Poloss C © T T r—
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