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1.

4.

Tool Description

CIS-CAT Pro Assessor is a Java-based tool that scans a target system's
configuration settings and reports the system's compliance to the
corresponding CIS Benchmark. The results generated are only presented in

machine-readable format.

Licensing Requirements
The CIS-CAT Pro Assessor is available for download through Mastercard's
resources. For the complete download and installation guide please refer

to the "CIS-CAT Pro Assessor: Extraction Guide Tip Sheet".

The CIS-CAT Pro Assessor tool must be deleted once the configuration files

export is completed.

Who Should Use the Document

This document is for “Cyber Quant CyMA" users participating in an
organizational cyber risk and security assessment using Mastercard's
“Cyber Quant Cyber Risk Quantification” platform.
The document is also targeted at experienced IT and cyber professionals

I”

who will extract “Palo Alto Next-Generation Firewall" configuration files for

the “"Cyber Quant CyMA" cyber risk and security assessment.

Requirements & permissions

» Palo Alto Next-Generation Firewall device requirements:
* Web access to the Palo Alto device.
= Save and export configuration privileges.

= CIS Tool Requirements:
= Machine Requirements -

= Windows server or client OS (it cannot be executed on a

Linux machine).
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= CIS-CAT Pro Assessor requires a Java Runtime

Environment (JRE) at or above version 1.8.
= Access Requirements -

=  Administrative permissions to execute the CIS-CAT Pro

Assessor.

» Administrative  permissions to connect to the

organizational technological assets.

5. High level process flow

Access the "Palo Alto Next-Generation Firewall” and export the current

configuration snapshot file.

Import the extracted file into the “"CIS-CAT Pro Assessor” tool for analysis

and to generate an XML report.

Import the generated XML report into the “CyMA" client for analysis.

6. Export Palo Alto Configuration File

1. Using a web browser, login into the "Palo Alto Next-Generation Firewall”
web management portal.

2. Navigate to Device = Setup = Operations and select "Save named
configuration snapshot.”

3. Name the snapshot with the extension .xml and click "OK". It is
recommended to use a name with identifiers related to the firewall from
which the configuration was exported.
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4. To export the created snapshot, click on "Export named configuration

snapshot".
i) Setup - - : . _— I
Management Operations Services Inferiaces Telernetry
= High Availability
=___ ﬁ i
g Config Audit Cenfiguration Management
E' Password Profiles
1% Administrators Revert Rewverttolast saved configuration
5@ Admin Roles Rewvert to running configuration
(£ Authentication Profile Save Save named configuration snapshet
s .
s Authentication Sequence Save candidate configuration
User ldentification Load Load named configuration snapshat
o . . .
8 KA RediStn Bilion Losd configuration wversion
Ed Device Quarantine - oo ; ;
Export Export named confipuration snapshot
WM Information Sourpes -
5 Export configuration version
4{!_’ Traubleshooting PO rhgurahon verst
v _j] Certificate Management EXPOIE dewioe SExte
@ Cartificatas Impeort  Import named configuration snapshot
55 certificate Profile Import device state

5. Select the snapshot name from

step 3 and click “OK" to download it.

Export Named Configuration

)

Mame [ L mnin g -COnT g . xm|

<

candidare-config
merged-running-config.xml
previous-merged-running -config xml
pawin-curre ntConfig xml

running-config sml

testl-runconf
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7. Configuration File Analysis
1. Start the "CIS-CAT Pro Assessor” tool as administrator and accept the
user account control dialog box (proceed normally if it does not appear),

it may require administrative credentials.

logs_old @] Open End
misc ¥ Runas administratc[:gJ

reports 9 Pin to Start

sce 9 Compress to ZIP file

scripts Copy as path

setup [j Properties Alty

third_party_licenses (&) ESET Endpoint Antivirus

(%] Assessor-CLLbat

@& OneDrive )
| Assessor-CLI jar © Share with Skype )
B Assessor-CLish " ) )

£ Show more options Sh

o5 Assessor-GlUl.exe

2. Click on “Advanced” and then on “Add remote or local target system.”
Several target systems can be added at the same time, each one
requires discrete addresses and credentials to retrieve the benchmarks

and profiles.

Welcome to the CIS Configuration Assessment Tool @ c| S' c ATxPro

Basic o

Scan this system only

e | Add remote or local target system |

Load a configuration or sessions file
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3. Select the system type “Palo Alto".

Add Target System @ CIS CAT(WP
Information
Target System Name *

7]

Target System Type *

Select one... ~| @

Windows

Linux @

Local

Cisco

Palo Alto @

4. Fillin the Target System Name and click on browse to find the Palo
Alto configuration file.

Information

Target Systerm Mame ™

Palodlta-kdain 7

Target Systerm Type *
Palo Alto v 9

Falo Alto configuration file *

ChUsers‘rangehDownloadsirunning-config.xml Browse ... 7

5. Select the desired “Palo Alto Next-Generation Firewall" version device,

the CIS assessment level, and click "Add".

Benchmarks

Available

[ 1 . Q

© Cis pato Atto Firewall 10 Benchmarkv1.1.0 O Loen o Add
CIS Palo Alto Firewall 11 Benchmark v1.0.0 Level 2
CIS Palo Alto Firewall 9 Benchmark v1.1.0
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6. In the "Selected" section, delete any other benchmarks if exist and keep

only the "CIS Palo Alto Firewall” benchmark, click on "Save".

Edit Target System @ CIS-CAT®PrO

C:\Palo_Alto_Configuration.xml Browse.. @

Benchmarks

Available

w

enchmark Profile

palo Q

CIS Palo Alto Firewall 10 Benchmark v1.1.0 Level 1 Add
CIS Palo Alto Firewall 11 Benchmark v1.0.0 Level 2
CIS Palo Alto Firewall 9 Benchmark v1.1.0
Selected
Grayed out selections have interactive values
Benchmark Profile
CIS Palo Alto Firewall 10 Benchmark v1.1.0 Level 2
Delete
GUI logs Assessor logs Contact Support  User Guide Cancel Save

7. Click on "Next" on the test connection page.

Target Systems 1

Add
SEEUN Snter target system name Target System Type BICHHINEAY Reset filters
Target System Name Target System Type Count of Benchmarks
PaloAlto-Main Palo Alto 1

Test connection(s) to Targets (7]

GUI logs Assessor logs Contact Support  User Guide < Back Quit
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Select the "ARF XML" format (this is the only format supported by
“"CyMA") and the destination to save the report into and click “Next.” In
addition, an "HTML" format can also be selected to generate a human-
friendly report. It is recommended to store it in the default "C:\
Assessor-CLI\ reports" to avoid long paths that may cause errors.

When the “"Confirmation” box appears, click on "Start Assessment".

Assessment options @ CIS-CATQPI’O

Report Output Options

Format

HML @ v @ Tt @ o @ ARF XML @ JSON @

Report Destination Folder

C:\Users\noam\Desktop\Assessor-CLI 4.23\reports Browse.. | @

Result Destination POST URL

Logging Options
Write log messages with a level of WARN or ERROR > @
Configuration Output Options
By default, assessor will create an encrypted configuration XML file (enc_gui-configxml) based on entered/loaded information.
To access the information at a future assessment, please select “Save configuration file".

We highly recommend the encryption option, which allows a user-specified password.

Save configuration file

GUIlogs

o Ignore SSL Certificate Warnings

Assessorlogs | Contact Support  User Guide
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9. The assessment may take several minutes to execute while displaying

its progress.

i Assessor-GUI 4.31.0 — - »

Configuration Assessment @ CIS_CAT®Pro

Configuration Assessment

%" CIS-CAT Pro Assessor loaded Platform Applicability assessed % Checklist Rules evaluated
" Connected to assessment target % System Characteristics collected % Checklist Results generated
" Assessment started " Definitions evaluated %" Assessment Results written

Assessment complete
Assessment 1 out of 1

,0838880. 8838 48383830, ,0888880, 8. 8333333338388338
8833 °38. 3333 888838, 8333 °88. 88, 8888
,33388  °8. 3888 83333, v8 23388 °8. .8888. a2gas

888383 8883 "2.°3333. 838 833333 .5.°88388. 8833
888388 8883 °8.8883. 838 833333 .8'8.83388. 8333

888888 2883 °8.8328. 833888 8'°6.83888. 8388

"33383 .2'38383b "8.8833. 83388 .8'.8' "3.38833. 8333
8333 ,33' 3883°8b. ;3.8388 8388 ,88'.333338338.33333. 8333
"838838P" 8833 Yoaaap aap ‘833333P" .8  °8.°88388. 3333

‘Welcome to CIS-CAT Pro Assessor; built on 06/27/2023 16:05 PM

This is the Center for Internet Security Configuration Assessment Tool, v4.31.0
At any time during the selection process, enter 'g!' to exit,
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10.0Once the assessment finishes, it displays information such as a score,

the location of the generated reports, and whether it was successful or

not. An exit code of O indicates a successful execution, while 1 indicates

an error.

" CIS-CAT Pro Assessor loaded

%" Assessment started

Configuration Assessment

Platform Applicability assessed %" Checklist Rules evaluated

%" Connected to assessment target % System Characteristics collected %" Checklist Results generated

%" Definitions evaluated W Assessment Results written

Assessment complete
Assessment 1 out of 1

e Assessment Scoring T

Score Earned: 4.0
Maximum Available: 26.0
Total: 15.38%

- Generating Checklist Results...

Ending Assessment - Date & Time: 12-03-2023 11:32:11
Total Assessment Time: 3 seconds
- Generating Asset Reporting Format.
- Generating Report Request.
- Generating Data-Stream Collection.
- Data-5tream Collection Generated.
- Collecting Checklist Results.
- Combining Results.
- Saving Results,
- Asset Reporting Format Generated.

i

Xm

- PA-VM- CIS Palo A\to Flrewall 10 Benchrark-20231203T113211Z.html
Assessment Complete for Checklist: CIS Palo Alto Firewall 10 Benchmark

Finished Assessment 1/1
Disconnecting Session...
Exiting: Exit Code: 0

GUl logs Assessor logs Contact Support  User Guide

Start Mew Assessment Cuit

December 2023
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8. Open and Review Integration Results
1. Execute the “Cyber Quant CyMA" client and log in.

Username:

Password:

2. Enter the verification code sent to the account's email address.

Verification code:

Resend code

3. Select the desired company, environment, and assessment to import

Open Assessment X

Company: v

the report.

Environment: v

Assessment: v
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4. Click on the "Import Files" icon on the top left of the screen.

’ mastercard — 8 X
e
EEaEmaOEEZ Overall Cyber Maturity 5“.35
M Allindicators
' I
Infrastructure Preventive Detective

> Overview

> Detective

> Infrastructure

> Preventive

5. Hover over “Import Tech Results"”, click "Choose Single File".

’ mastercard

Company:
Environment:

.
= 2 Ovarnll Cyvher Maturity S
Import Tech Results v | Folder Status:

Import Assessment Values ISingIe Files I

ﬁ All Indicators

Infrastructure Preventive Detective

> Overview

> Detective

2> Infrastructure

> Preventive

6. Browse to the dedicated folder where the configuration files are

stored:
[@ open X ‘
« v 1T » This PC » Desktop » Palo Alto Assessment v [ ] Search Palo Alto Assessment P
Organize ~ New folder (== I 7 ]
Name Date modified Type
s Quick acoess
| PA-VM-CIS_Palo_Alto_Firewall_10_Benchmark-2...  £/6/2022 142 PM XML Document
@ OneDrive - Personal
S This PC
& Network
< >
File name: |PA-VM-CIS_Palo_Alto_Firewall_10_Benchmark-20220606T0714. ~ | | Config files (*.%) w:
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7. Once the report is open, select the file and click "Import"”. The following
screen displays information regarding import errors and packages

associated with the imported files.

P

Select result files to import X

1 Files processed

+ Selectall | Show: « Validforimport + File notsupported + Package does not exist in CyMA

+  File name: PA-VM-CIS_Palo_Alto_Firewall_10_Benchmark-20220606T071423Z-ARF.xml
CyMA package : Level 2_CIS Palo Alto Firewall 10 Benchmark V. 1.0.0

) Package does not exist in the assessment - It will be added upon import

+  Override instances

A red mark is displayed below the package in case of an error.

Select result files to import X

11 Files processed

« Selectall | Show: « Valid forimport ' File notsupported « Package does not exist in CyMA

File name : am_profiles.C.xml

CyMA package : Not identified
I € The fileis not recognized as an assessment result file I

File name: objects.C.xml
CyMA package: Not identified
€ The file is not recognized as an assessment result file

File name: objects_5_0.C.xml
CyMA package : Not identified

) The file is not recognized as an assessment result file

File name: rulebases 5 _0.fws.xml
CyMA package : Not identified

€ The file is not recognized as an assessment result file

- . o~

+ Override instances

8. Upon successful import, a confirmation notice is displayed, click
"CLOSE". Please note that the number of indicators may vary based on

the input configuration files.

Import Configuration Files

Files Imported successfully, 31 Indicator values found.

GET REPORT CLOSE
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9. The assessment results are now available for review.

Environment:

— = . ;
S = EE Indicators Aot
atus:
Control: | All Controls | [ Control Exists Category: All Categories ~| Subcategory: All Sub Categories
{0 Allindicators Search: Source: Level 2_CISPC v Criterion: Al Criteria - Withdata: (@Al ()Yes ()No Standards All Standords =
OVERRIDE OVERRIDE
NAME 4. DESCRIPTION RELEVANT  INSTANCES [ if SCORE ScorE

Cyber Quant Security Framework

Syslog logging should  Syslog logging is a standard logging protocol that is
A o widely supported.It is recomme... E 1 0
> Overview
> Detective [Expand] [Expand]
> Infrastructure
S Praventive SNMPV3 traps should SNMP v3 can be used for remote logging, and is the
<N becon. recommended protocol in higher s... YES 1 0

[Expand] [Expand]

Configure a login banner, ideally approved by the
organization's legal team. This banner should, at

1 0
rinimom, pronIBit Unauthorized - =

Ensure ‘Login
<A Banner'is set...

[Expand] [Expand]

. Enable the option 'Enable Log on High DP Load' feature.
Ensure 'Enable Log i
P When this option is selected, a system log entry is Paee] i .
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